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1. Introduction
This BYOD Policy aligns with the educational standards set by the UK Department for Education (DfE), the guidelines from the KSA Ministry of Education, and key safeguarding measures, including those related to appropriate technology use. It aims to cultivate a productive and secure learning environment at RGS Riyadh, where every student can utilise technology responsibly to enhance their educational experience.

As part of our BYOD (Bring Your Own Device) policy, we emphasise the importance of vigilance when it comes to device use, particularly in relation to safeguarding and child protection. It is crucial that students use their devices responsibly, with appropriate supervision, to ensure their safety and well-being.

We encourage all parents and guardians to stay informed and proactive in monitoring their child’s device usage, as this is essential in preventing exposure to inappropriate content and ensuring a secure online environment. The school remains committed to creating a safe digital space, but parent support is vital in this regard.
2. Policy Objectives
To enhance learning experiences and facilitate technological integration in the classroom, students in senior school are permitted to bring their own devices, such as laptops or tablets, for educational use. Mobile phones are not acceptable classroom devices and are subject to separate regulations outlined below.
3. Device Requirements
· All students in Years 7–13 is required to bring a personal device that meets RGSR’s specifications in section 4.
· Devices allowed for classroom use must be either laptops or tablets.
· Mobile phones are strictly prohibited for classroom activities.
· Students who do not have a device must share with a peer during lessons, as required.
4. Minimum Device Specifications
To ensure consistent access to digital learning tools and minimise classroom disruption, RGSR recommends the following minimum specifications:
1- Tablets
· Operating System: iOS 15+ or Android 11+
· Screen Size: Minimum 9.7 inches
· RAM: 3 GB+
· Battery Life: 6+ hours
· Wi-Fi: Required (SIM cards not permitted)
· Camera & Microphone: Required
2- Laptops
· Operating System: Windows 10+, macOS 11+, ChromeOS
· Processor: Intel i3 / AMD Ryzen 3+
· RAM: 4 GB (8 GB recommended)
· Storage: 128 GB SSD+
· Battery Life: 6+ hours
· Camera & Microphone: Required
Note: 
· Students must keep devices charged, updated, and ready for learning. 
· It is preferred that devices run on Windows to ensure better compatibility and smoother integration with our school systems.
Use of SIM-Enabled Tablets
Students may use SIM-enabled tablets only if the SIM card is removed or disabled during school hours. All devices must connect via the school’s secure WiFi network.
This ensures:
· Compliance with safeguarding and filtering protocols
· Prevention of hotspot tethering or bypassing restrictions
· Consistent digital access for all students
5. Internet Access and Troubleshooting
Technical support for connecting devices to the school network will be available through the IT department. Students must register their devices with the school’s IT system to gain access to WiFi services. During school hours, students are permitted to use only the school's WiFi network for internet access. All devices must connect via the school’s secure WiFi network. If a SIM card is present, the device should only access the school’s WiFi network for internet use not mobile data from SIM cards. Any student found using mobile data will face disciplinary action as outlined in the school’s Senior School Positive Behaviour Policy. Additionally, such actions may result in the temporary or permanent suspension of the student’s device privileges.
6. Prohibitions of VPN Use
The use of Virtual Private Networks (VPNs) is strictly prohibited on school premises. VPNs can bypass the school’s internet security measures, including filters for inappropriate content, and pose a significant risk to the integrity of the network. Any student found using a VPN will face disciplinary action as outlined in the school’s Senior School Behaviour Policy. Additionally, such actions may result in the temporary or permanent suspension of the student’s device privileges.
7. Mobile Phone Collection Policy
Mobile phones are not considered suitable replacements for BYOD devices such as laptops or tablets. Their small screen size and limited functionality make them inadequate for educational tasks like accessing eBooks, conducting research, or creating presentations. Students must bring a laptop or tablet to meet the requirements of this policy.
· Mobile phones must be turned in to the form tutor at the start of the school day, during form time.
· Students arriving late must hand their phones to their subject teacher if they are unable to locate their form tutor.
· Phones will be returned to students at the end of the school day.

8. Classroom Device Use
· Devices are to be used solely for tasks as directed by the teacher.
· Teachers retain discretion over whether devices are used in their lessons, depending on the activity or topic being covered.
· Accessing prohibited websites or engaging in activities unrelated to the teacher’s instructions is strictly forbidden. Students found doing so will face disciplinary action in accordance with Senior School Positive Behaviour Policy. This may include temporary or permanent suspension of device privileges.
9. Integration of Devices into Learning
Devices are integrated as part of our blended learning approach to enhance the learning experience. Their use should always serve an educational purpose and not be for its own sake. While devices provide valuable resources and encourage collaboration, there may be lessons or parts of lessons where devices are not used at all. Teachers will decide when and how devices are best integrated to support the learning objectives.
10. Use of AI Tools in Learning
RGSR supports ethical and guided use of AI tools (e.g., CoPilot, Grammarly).
· AI must support—not replace—student thinking, and all AI-generated content must be cited. 
· Only teacher-approved platforms may be used; inappropriate or misleading content is prohibited. 
· Students will develop critical thinking skills to assess AI outputs as part of digital literacy education.
Students who do not follow these expectations will be subject to disciplinary action in accordance with our Senior School Positive Behaviour Policy.

11. Online Conduct and Cybersecurity
· Students must ensure appropriate and professional communication, especially on platforms like Microsoft Teams.
· Any form of cyberbullying, inappropriate language, or disrespectful communication will result in consequences such as loss of privileges to a permanent expulsion. 
· Sharing or viewing inappropriate content on devices is prohibited and will also be subject to disciplinary action. 
· Students are strictly prohibited from attempting to bypass the school’s network security or engaging in any activity, such as hacking or altering network configurations. The school reserves the right to inspect devices suspected of violating these terms. Failure to comply may lead to confiscation of the device and suspension of technology privileges.
12. Behaviour Expectations
· As an international school, RGSR values the cultural richness and personal histories that each student and family bring to Students are required to maintain a high level of professionalism and kindness in their online and offline interactions.
· Students must adhere to all school policies regarding digital conduct and respect for peers and staff.

13. Implementation and Monitoring
The success of this policy depends on students’ compliance and the support of teachers and parents. Instances of misuse will be addressed promptly to ensure a safe and productive learning environment for all. This includes monitoring equitable access to devices and ensuring inclusive participation across all student groups
13.1 Emergency & Offline Protocols
· Teachers will prepare offline alternatives.
· Students may borrow devices or use printed materials.
· WiFi/power outages will trigger non-digital learning modes.
14. Parental Controls & Home Monitoring
Parents are encouraged to activate parental controls. 
Recommended Practices:
· Enable content filters and app restrictions
· Set screen time boundaries
· Review browsing history and app usage
· Discuss digital wellbeing regularly
Platform-Specific Tools
	Platform
	Tool
	Features

	IOS (iPad/iPhone)
	Screen Time (Built-In)
	App Limits, Downtime, Content Restrictions, Reports

	Android Tablets
	Google Family Link
	App Approvals, Screen Time, Location Tracking

	Windows Laptops
	Microsoft Family Safety
	Web Filtering, Screen Time, Activity Reports

	MacOS Laptops
	Screen Time (Built-In)
	Similar to iOS

	Chromebooks
	Family Link + Admin Tools
	Managed Accounts, App Control, Safe Search Enforcement



15. Student Communication with Parents
Students may not contact parents via personal devices during school hours unless permitted by staff. Communication must go through reception. This ensures staff remain informed, emergencies are handled appropriately, and learning is not disrupted
Students who do not follow these expectations will be subject to disciplinary action in accordance with our Senior School Positive Behaviour Policy.
16. Conclusion
RGS Riyadh is dedicated to creating a safe, respectful, and inclusive learning environment. Our BYOD and AI Policy ensures that technology is used to enhance education while maintaining a secure and supportive space for all students. To ensure a comprehensive understanding of our expectations and procedures, we recommend reading the following policies alongside the BYOD policy:
· Safeguarding and Child Protection Policy
· Senior School Positive Behaviour Policy and Procedures
· Teaching and Learning Policy
· Academic Honesty Policy
These documents provide important guidelines that complement the principles outlined in the BYOD and AI policy, and help to ensure the safety, well-being, and success of our students both in the classroom and online.
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